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2 Introduction

This guide details how to configure the CyberArk PIM product to be able to send Syslog data in
the proper format to the McAfee Enterprise Security Manager SIEM releases 9.0.2 and 9.1. Itis
applicable for CyberArk PIM.

3 Prerequisites

In order configure the CyberArk PIM Syslog service, appropriate administrative level access is
required to perform the necessary changes documented below.

4 Data Source Configuration Details

4.1 CyberArk PIM Configuration
Go intp CyberArk Vault Server

W You are viewing: Michael Marino's Applicatio Viewing Michael Maring's appications |

[Data Source Long Name] Product Evaluation Kit

Orgarize v [ \Open v Prnt New folder 3=
& Documents and 21 Name | Date modified - | Type [see =
Perfiogs =
plalie =) trace.c0 19/20132:29PM  DOFie 2,906
P He italog.log 1S/0132:29PM  Text Document L]
Program Fies (xE | paperf.dat 1/9/2013 2:29PM DAT File 0
Common Fles 2] hcense.xml 12/27/20122:20 A ¥M. Document 8
Instalishied In icense. xml.good 12/27/20122:20AM  GOOD File 8
Internet Explor $0123:57PM  Con
Privatesrk
et | dbparm.in.good 10242012 357PM  GOQD Fie 2
— CAVaultManager.Jog 8/7/20129:53AM  TextDocument 2
Skytap _| UpgradeDB.tog 8/7/20129:53AM  TextDoaument 3
Uninstall Inforr. | PARagent.ini 8/7/20129:52 AM Configuration settings 1
Wircdowm et paragent.iog 8/7/20129:254M  TextDocument 0
Windows NT | icense.xml. Jan2013.0ld 6/29/20128:43AM  OLDFile 8
Winerge &
sy Guexe S/30/2012 11:00 AM___ Anolication 50:
Programdats ] -
dbparm.ini State: 2 shred Sie: 18818
Configuraten settings Date modfied: 10/24/2012 3:57PM Date created: 8/18/2011 10:34 AM

[P @G

239PM
1e/2013

1:40 PM
1/9/2013
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i(?pen DBparm.sample.ini" copy SYSLOG section

*SymCipherAlg=AES-256
"ASylr(1pherA g=RSA-2048
“Hashalg=sH,
"RandGenA]g-PRNG EAY

[Loar]
*AutoSyncExternalobjects=ves,24,1,5
“Externalobjectsupdatepolicy=updateall
"Exter‘na]ob}e((soe]e(ionpo\1(y»De1eteAl1

*RequireLDAPConnectivity=No

I

[wim)

“Dedi catedTasksAllocat|one5 (WINCLIENT, PVIA, s;s) 130aucLIENT) 18-18
“MaxTasksAlocation=10(CPM) :7-23,10(DCA, £
'Dedlcated‘l’asksﬂ'lDcanonByUser-S(UserNamel UserName2) 3(username3):8-1
“MaxTasksATlocationyuser=10(cpuuser) :7-23,10(DCAUSer , FTPUSer , DCUSEr)

| ;F‘
= DBPARM.samole.ini State: 5 Shared ize: 3.73KB
g Configuration settings Date modified: 5/30/2012 10:04 AM Date created: 11/17/2010 11:43 AM

= & &) 2|09 el

1:42PM
1/9/2013

Al @O

B e | [ s k3

Copy to bottom of dbparm.ini
Rename McAfee

Enter port number

Enter IP address

Message code fllter

[Socketspoolsize=1024

Pool edsocke(hmout-&)o

RecoveryPrvkey=C:\vault Keys\RecPrv.key

Enab'lePreDefinedusers—A

Aummncznynddsm1uncruups Backup Users,DR Users,operators,Auditors

LicenseusageAlertLevel=85,90,99

paxTasksAllocation=10(CPM,AIMAPP, ADPPrV -23,18(CPM,AIMAPP, AppPrv) 123~

A1 T onecvi rusSaf er 1 ETypes-D0C , DOT, XLS \XLTEPS | BMP | GIE , TGA, T1F TTFFILOG,

“AceServersip=1.1.1.1,1.1.1.2

*AceServerpPort=

c[ompone?tuonficationThresho]d_;-nvProvider ves, 30,1440; AppProvider,ves,

BACKUP.

Backupkey:

[cryPTO]

yn(! herAlg=AES-256
ipheralg=RSA-2048

Externaluser SoLoAP

\vault keys\Backup.key"

0G]
TranslatorFile=sys1og\JE

Syslogserverport=514 I
ISyslogserverIP=10.0.1.65,10.0.1.13
Sys deF11(Er—A 5,7-8,18,22,24,31,36-38,57,109,115-119,185,19
Sys fix=No

ﬂEDirm,»m State: 5% Shared Size: 1.83KB

Date created: 8/18/2011 10:34 AM

W= T =
1/9/2013
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This syslog directory is the location of CyberArk parsers.

File should be located here:

v AlVMs

(eroaron) (1) &=

~ Program Fies (x86) ~ PrivateArk ~ Server ~ Syslog

v (23 [ searchsysiog

Organize » Incideinlibrary v  New folder > (i @
Program Fles (2] ame + | pate modfied | vpe | sz
Common Fies
iiind & Arcsight - Copy.xsl 10/239/2012 12:33PM  XSL Stylesheat 11k
Tiknet sk ] Arcsight.Nov Lxsl 10/23/20125:20PM XS Stylesheet 18
PrivateArk. & Arcsight.sample. xsl 5/30/2012 10:04 AM XSi Stylesheet S5KB
Clent & Arcsight. xsl 11/1/2012 10:07AM  XSL Stylesheet 2K
Server Arcsight, xel.good 10/23/2012 12:33PM  GOOD File 118
Risbee | Avcsight.xsl.oid I9/20103:25AM  OLDFie 5K8
Event Not
s Arcsight_Octz3.xsl : XS Stylesheet
Hardening
Keys £ QRad. sample.xsl % XL Stylesheet 3K8
1. 2 RSAenision,sample. xe i XL Stylesheet 51
Logs
Syslog.
skytap
Uninstal Inforr w] | | 2

10 tems State: & Shared

Launch PrivateArk server

[ You are viewing: Michael Marino's Applicatio

¥ B

ol
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Viewing Michael Marino's applications

zaseM

Wb jops

Windows Server 2008 R2 Enterprise
Buid 7¢

1:45PM
1/9/2013
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Stop Vault
Yo e v ek s i - < v e

o m 2 F =8l
e S A
Conrol View Adminstraton  (UMER - e (]
oAl AR
Dote. Stop Server Message

o] & &] 2| O]9 o/ S w e Bgom

vl

Click Start Vault
o v e Vs T . v e

§4 Server Central Administration

Conrol View Administration

>

el % @] | 2|9 of @ P® G ™

_
2 B @ e [P o e
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4.2 McAfee Receiver Configuration

W McAfee

After successfully logging into the McAfee ESM console the data source will need to be added to
a device in the ESM hierarchy. In order to create a new data source to a McAfee Receiver from
the [Data Source Long Name] device that you have just configured, follow these steps:

1. Select the receiver you are applying the data source setting to.

2. Select the Receiver properties.

3. From the Receiver Properties listing, select ‘Data Sources’

4. After selecting the Receiver, select the Add Data Source icon.

Once you select the option to add a data source, you are taken to the Add Data Source menu.
The general options for adding a data source are shown. As you select different options,
additional parameters may show. Each of these parameters will be examined in more detail.

Select new Data Source and enter the following:

Data Source Vendar: CyberArk

Data Source Model: Enterprise Password Vault (ASP)
IP Address:

Host Name:

W You are viewing: Michael Marino s ApPA
/2 https://10.0.1.65/ Application.html - Windows Internet Explorer

G—T—\, @ [@ o 10,0, 165 Amieaton bt

Fle EGt Vew Favorites Toos Help

7 Favontes :;] '7]7;;«u=//xo.n.rx.ssilw,.‘ x | @n;my

s=[@ 5 O | 5|
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Data Source Vendor:
[e—— e Data Source Model:
i e 5 SR IGF = 7 i '+ Privils i ivit
3 Data Format: Bound to: Privileged Account Activity
£ W chysical Display C B o xa
& ; togon M oata Retvievai: [
WY, tocatEn Retrieve Passvord [ R
(& (Local ESM) Enabled: [4 Parsing M Logaing ™ sNMPTrap T
=] Local Receiver-ELM ~Data Sourd
3 / Local Receive | Data Soure e, Py
U3 7 (Local Racsiver-E:
P Address: 7Y
[ Cyber-Ark 1P Address, h 10.0.1.10
B = —_— i
© ocy = v HostName Fsokunt |,
Syslog Relay: [ |
- = Masic: =z B =
- ‘ | e
——— Reauire syslog Tis1 = —
Bound to: Privileged Account | oo con e sislogsr P . . =
Generic Rule i ¥~
Time Zone: | (GMT-06:00) Central Time (US & Cana
Use dliant data sources: R T—
[URRESRREET Manage the network interface for the parent Recaiver.
Mo mo L [ S e

[T [ @ intemet | Protected Mode: OFF

e

[®0% ~

[#

i
ommcg

Deptigston]

it

Boprae MAC|

Gopree 17

Boyree Por|

Evanbsubt

Bldraues 1

| Tormaiaps

30870

T

<l @O
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You will need to go to the policy manager, make sure your data source is selected, and go to file = Import > Rules.
Browse to the .nrf rule, and import it. Next, select the Advanced bar near the bottom of the window on the right,
clear the filter, scroll to the bottom, and select “user defined” from the Origin drop down. Click the green arrows
near the top of the filter to run the query. You should see your imported rule in the window now. Enable the new
rule, and roll policy.

W You are viewing: Michael

/2 hitps://10.0.1.65/Applicati

m @ [ Friom /10,0 168 Asseation v

Fle EGt Vew Favorites Toos FHelp

i Favortes 2| -| @ htps:/10.0. 165/, x | @@ Recenty =] R-8-0
 Policy Editor e
) McAfe fas -
] tPolicy » [ Cyber-Ark GB o
5 Import v policy d Sysiog Ps ~r = = = = Y f = -
Bege [|_oeot R*-s e Action | Severity | Aggregation | CopyPacket | [ Fitar |HNSSN
[ Bhysicat Displey ] & @ el ark P Entarprise Passvord Vault.. 1" disa.. | § 25 e T BY « 22 il sy B
T | Filter —
— :1
E (W ehysical Disp|  Advanced Syslog Pai [rrmm——————————— |
E &8 / tocalEsM Data Source Signature 10:
¥ (Local ESM) Windows Events i
|
EE8 / toalR @ Kormalization Name: &
3 7 (woc B Prateast
£ Cybera
Description: "
g bpcr i — —
Device Type: o
302 F Poprae 17
Normalizad 10: o | &=
[ 8
Rule Name: Cyber-Ark_EPV Enterprise Password Vault Event Action: o
Signature 1D: 1017011 jai il L4
Normalization Name: Miss System Event
Signature: any any = msg:"Cybar-Ark_EPV Enterprise Passvord Vault Eventscontent:”,"s | Il View Exceptions gt
ap@action: "Failed"="9","Fi "9, "start"="19","and"="20";
pere: " \x22(~\x22) g ) 2u(2:((~ 3} 1.2)(\s+))| | Severity:
\s+)2(. +7 e \x3e,* o] (e . o
) *\e2e “\x2c]*\x2c\s* ([ ~\x2c]* ) \x2c\s*(2:{(?:\d{1. 3} \x2e {3 }\d{1,3}) | [ *\x2c]*)\x2el [~
101): varidst_ 112} 113} 3
5 . 4 X 115} 1:6): varssre_ip=${1:7}; Bladdts
L} L variapplication=${1:8}1 adaidi302) 5id16110224721 norm:0; severityi0; )
Aggregation:

[ [ [ [ G intemet | Protected Mode: OFF

[ p 3078
ARG gps

5 =l
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W You are viewing: Michael M

/2 https://10.0.1.65/ Application.htmi - Windows Internet Explorer
r @ [ Fiiom /10,0 168 Asseaton v

Fle Edt View Favortes Toos Help —_
i Favortes 2| -| @ htps:/10.0.165fa0mic.. x | @@ Recenty =] - B - e - Poge~

™ McAfe - -

§5 \ Defaultpolicy » @ Cyber-Ark

' Rule Types " | Advanced Syslog Parser Rules
" o
g © Variable Name Action Severity  Aggregation
hysical Disglay | £ @R scaiver Cyber-Ark_EPV Entarprise Password Vault.. i e
T { Filtar | ImportRules
Advanced Syslog Par
S eystest ien) o Click "Import Rules” ta select and uplosd a file to the -
B / tocalesm Data Source ESM. Then select import options and dlick OK to Higriative 10}
mplete. e ——1
¥ (Local ESM)  Windows Events SO
You wil not be able to undo changes made in this dialog.
EE3 / toalR @ Normalization WGk -
7 ] e : ~ =
| Conflicts may occur during the import process if rules vith the Descriptions - A
pcy same ID already exist. How should these conflicts be — —= { el
IE_‘ resolved? | i
Device Type: ol
©) Overvrite axisting rules oo A
) s ] Zovee 1P
@ Create & new rule when = conflict exist |
Normalized 10: 7 { A8
 Skip the rule when an existing rule exists ! | eeading
Ruls Name: Cybsr-Ark_EPV Adtiont o
Signature ID1 1017011 —
Normalization Name: Miss —— ﬁ‘
Signatura: any any any -> anyany tmsgrcy = s 1% | B View Exceptions
" ta
21(2:((~\e3e]+)\wac{1,2}(18+)) || | Severity:
s+ \occ, * g - =i =
13110 ) e[~
¥ 113} %
5 s 1:4); varisrc, 116} varisre_ip=${1:7}; Blaciti
L] u variapplication=$(1:8}; adsid:302) 3idi6110224721 normi; severitys
Aggregation:

= i

Intemet | Protected Mode: Off

72 [ Ri0% -
[ o o, 308PM
AW D gpys

208 PM
1/9/2013

'@ httos://10.0. 1.6Shipioac huke y =2263414305ds0 | % Co

file upload

Bxported policy file (*.nrf).

{
| Browse_. —_—
=] Physical Di _Browse._ | 3
GO S9F etkal ter les” to select and upload a file to the 2 - - i
E &8 / local ESM Cancel import options and click OK to ignature 10+

(& (Local ESM)

le to undo changes made in this dislog.

EE / toalr Nams: -
3 7 (e h
© Cyberal ur during the import process If rules vith the Description: ™ i
exist. How should these conflicts be |
| movre vad]
Device Type: o

ting rules

302 | Ratid
rule when a conflict exist |
Normalized 10: L {

irue P
ke an existing rule exists oyree fort

Action: - e
[ @ Intemet | Protected Mode: OFf o
O e |
Signature: am Tcontent:","; | M View Exceptions Bigrakars 1
map@action:"Failed"="9 start""19", ) =]
pere:*\x22[ ~\x22)- [~\x22] \e 2:(2:(( 3] 1.2}(\S+))| | Severity:
\S+)e+( 120 *)a P Ne a3 demag\x | | =2
3e\x3d[ ~x2¢]*\x2e] *\x2c] *\x2c\s* ([ ~\x2¢] 2c\s*(2:((?:\d{ 1,3} \x2e }{3}\d{1.3})|[ ~\x2c]*)\x2c([~
) 111)s varids! 1:2)s
Blacklist:
3 varisre_ip=${1:7};
Wo mo )
Aggregation: .

[T [T T [ @ intemet | Protected Mode: OF : FFa - [Rimo% ~

[frEe 2.
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Fie Bt Vew

&5/ Asskcation i

Tools  Heip

it //10,0, 1.4

W https://10.0.1.65/Appic... X |

1/ i vpiosd - mdos neroetExloer —iolxif=

» &3 | search Desktop

| s [1tem type
e A ! v roreae T
: Desktop
{ 5 i (8 PYWA - Default 1KB Intenet Shortaut 1/4/2011 1:53F
Donnloads
E (@Y Physical Diso| T 8] View Transactions ~C. 1KB Intenet Shortaut 11/19/2010 12: 1
: & Signature 10:
S, Lol t &) View Transactions - U, 1KB Internet Shortaut 11/19/2010 12:
BB (ool MYl o) paies 78 Command Line 268 Shortcut L
EE3 7 toalR B i Name: s
s (o o e 0 Credentals, Text Document Prateest
7 -, Pictur B
© CyberAl E vm: B4 20_Opton 1ANG 119KE PNGmage : Daseription: A i
2eto g @) Instalations - Shorteut 1KE Shortaut 6/20/20119:57 o o | ] morree mad|
e = B i £ MarinoArcsght xsl 12KB XSL Stylesheet 14/1/2012 10:0 e =
& Local sk (C2) {8 McAfee €20 Console ... 1#B IntemetShortast  12/1/20115:03 S — < | B
|| McAfee ESM Credent... 1KE TextDocument 10/12/2012 12: J|
‘n Normalized 10: |
S Network . New Text Document,txt 1KB TextDocument m/fNZOIEX nTaRRE @ "l opree port
L] :
File name: [cyber-ark.nef =] [anFies ¢ =l Action: @
: e |
4 ntent: M View Exceptions
‘map@action: Failed ="9", "Failure"="9", "start"="19", "and"="2
i’ \ [~\x22) \d\s+(21(73({~\x3c] 1,2)(\8+))| | | Saverity:
Y2 el ]
3ea3d(“1x2c] *\x2e] *\x2c] J%)\x2e\s® (2:((2:\{1, 1,3) ][22l
261" cam: 1:2); 113)) 1
% sre_ ) 1:6): var:src_ip=${1:7}; Blackjist;
Ll u o Var:application=s{1:8}: adsid:302) 2idi6110224721 norm:0; severityi0: )

Aggregation: r
[ [T [ [ [ [ tntemet [ Protected Mode: OFF 7a - [Rwo% - )

| 30870
=

[ rmo 2

208 PM
1/9/2013

55/ Apphcationhtmi - Windows Intemet Explorer

File upload

W Fiters/Tagging.

Exported policy file (*.nrf). Severity  Agaregation CopyPacket | Fiter | Tags |
i i off i off
T { e T gy
1 [ Usersohmbeskiopyberaa  Browse- |
EHIE) W Phymles e les” o select and upload a file to the (2 i
EE® 7/ toclEsm m Cancel ] import options and click OK to Signature 10+
&= (Local EsM) s
e to undo changes made In this dislog.
EE / toalr Nams: -
@3 7 (s |
© CyberAl ur during the import process if rules vith the Description: A f
exist. How should these conflicts be {
| ot vac
Device Type: o ‘
g i B v e
rule when & conflict exist |
formalized 10¢ o { o
biren an existing rule exists = | Reedng
Action: @ Framaby
[ [@ intemet | Protected Mode: OF b
S e
Teontent:”,’s | W View Exceptions Bianaturs 1
e s
1x22{~\x22} [~\x22] \ 2:(2:({~\x5c] 1,2)(\5))|| | Severity:
\S+)\e+( Y2(-*2)\s! R el = Peyica Typ
3e1a3d[~be2e]*ix2e] “\x2c]*\x2c\s* ([ ~1x2c]*)\x2\s* (2:((2:\d{1, 3} 1x2e (3N 1, 31) | [ “\x2c]*)\x2e( [~
) 1:1); varids 1:2)
e Blackiist:
Mo mo fyecio] =s{1:7);
Aggregation: r
Bone [T T T T @ intemet fProtected Mode: OFf o= [Rwoo% -

3:08PM

B o =

fR®
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¢ Favontes z]-]wmw//:o.o,x.sslw,.. x | @Rrecently =] R -

W McAfe ' e

§& \ Defaultpolicy » © Cyber-Ark

| Rule Types ' | Advanced Syslog Parser Rules v
= -
eDre © Variable Name Action Severity  Aggregation | Copy Packet | Filter
W;q © @BRacoiver Crbar Ak EPY Entarprise Passvord Vvt 1" H2 i
Filter - —
B0 W vl el Il .,
e s Click "Import Rules” to select and upload a file to the -
E &8 / LocalEsm Data Source ESM. Then select import options and click OK to Signature 1D}
mpl
[&¥ (Local ESM)  Windows Events EDPINS:
You will not be ble to undo changes made in this dielog
e / tocalR @ Normalization sk 0
&3 7 (weg Prateast
£ Cyberal Confiicts may occur during the import process if rules vith the Dascriptions ™
oct same 1D already exist. How should these conflicts be — 4
m‘ resolved? | ] Zovr= Mag
Device Type: @
) Overvrite existing rules =
¥ N 02 Gopree 1P
) Creste = new rule when & conflict exist |
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@ Skip the rule when an existing rule exists !  rindiis
Rule Name: Cyber-Ark_EPY Adtion o
Signature 1D; 1017011 — Grantsubly
Normalization Name: W-—_‘—_ﬁ_—ﬁ_‘
Signatur: any amy any -> amyamy g Cyoer ey e vesavore vauevene Tesant s | (B View Excestions
map@action:”Failed"="9", "Failure"=
pere: \xZZ("\xZZA \ 24 (2:((~ be3c: 1,2)(\8+))| | | Severity:
\54)\s+ el - In
3'\X36[ E l \x2ef “\x2c]’ "([’:\d(l 13110 1) (o
\x2¢]%)"s ra 13}
ackiist:
5 F 1 1:6); var:sre_ip=5{1:7}; Blsckls
u i Vartappiication=s (1183 adsid:302; 3611022472, normid; severiy101 )
Aggregation:

[T [T T [ @ tntemet | Protected Mode: OFf

309PM
18/2013

[free

209PM
1/9/2013
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Fle Edt View Favorites Toos Hep = =
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| Policy Editor

@ McAfe —~nw—-¢uw—ﬂsn-—~om—m——m»~—-—

5 \ Defauitpolicy » [ Cyber-Ark

_ . - - - ¥ Fiters/Tagoing -
Hegds" e © Variable Nome Action | Severity | Aggregation | Copy Packet | | Fiter JHNNINN
Cyber-Ark_EPV Enterprise Password Vault... y° disa.. I 25 i off i off
4 Filter
E (W ehysical Disp|  Advanced Syslog Pai
E &8 / tocal ESM Data Source
B (Local ESM) Windows Events
EE8 / LocalR @ Normalization Name: s
&3 7 (g
R | Description: As
@ bcr
Device Type: 7
302 | | Eovr= 1
& Normalized 1D: o
Rule Name: Cybar-Ark_EPV Enterprise Password Vault Event Action! L4 ¥
Signature 1D: 1017011
Normalization Kame: Miss System Event

i B View Excaptions

action:"Failed"="9",

1x22(~\x22]+x22\s\ [~\x22] 21(2:({~\x5c] 1,2)(15+))|| | Severty:

- 2N 2\ = -
~3x26] a2 ~\x26] F\x2c\s* ([ ~x2e] ) \x2e\s*(2:( (23 \:m 3)x2e)(3Nd{1, 3))I["\x2( \ezcl(~ [ none: g

111} varidat

Blackiist: =
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14}1 varisre_ ), varsre .a—s(x 7}

pplication=${1:8}; adsidi302; 5id1611022472, normi0: m.nmu

Aggregation: e
[T [T [ @ ntemet [ Protected Mode: OFf [Fa~ [%i0% -

R e

209PM
1/9/2013

Enable Policy
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PREG s

v ﬁ ittps://10,0, 1,65/ Apsrication. biri

(Fle Edt Vew Favodtes Todk Heb
7 Favontes ~l lWhms//loBlssmxic xl‘wy 12 (RS
[FrascyEm

W McAfe _— o

b‘ \ DefaultPolicy » (I Cyber-Ark

| Rule Types ' Advanced Syslog Parser Rules B Al
Hegdr & © Variable Name Action Severity | Aggregation | Copy Packet
W B EEReceiver Cyber-ark EBY Entarprise Passeord Vault.. ' disa.  § 25 i o
pe hers Filter
£ (O W Physical Disp|  Advanced Syslog Pal
E &S / tocslEsM|  Dats Source [ Signature 10¢
¥ (Local ESM]  Windovs Events
E@ / LocalR @ Normalization Name: -~
E3 7 (g
| Description: a
@ bcy
4
Normalized 10: E
Rule Name: Cyber-Ark_EPV Enterprise Password Yault Event aban o Fi
Signature ID: 1017011
Normalization Name: Misc System Event
SRy i ey 8y e (1 o A e it Vi ettt ¥ View Exceptions
map@action:”Fa il "stat’s"19","end"="
x22 ~Mx22]- } \ 1,2(\S+))| | Severity:
P emag x| |
3e\x:a[ “xzc]".xzcr”\xlcl \xc2c) -([nxzq-,\xz(\; (2:((2+ \du 3)\x29)(3)\d(1 3\)|["\x2q‘)\x2(l["
a3 St
S}t 116} varssre_ip=${1:7}: RERAEY,
51 adeid 202, md €11023472%; nerimior sevartyioy )

Aggragation:
& Intemet | Protected Mode: Off

| B e e ey | il e - |
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Roll out policy

/2 https://10.0.1.65/ Application.htmi - Windows Internet Explorer

y @ [@ T /10,0, 165 Asveaton e

Fle Edt Vew Favorites Tools '*;,
+7 Favorites ;.;H @ htps://10.0.1.65/Applc... X | 48 Recently | | R
| Policy Editor —

W McAfee ——— i

§ DefaultPolicy » (I Cyber-Ark

RuleTypes | Advanced Syslog Parser Rules ——
E R © Variable Name Action Severity  Aggregation = Copy Packet Filter w' M Hints
i [=Re] Cyber-Ak_EPV Enterprise Password Vault... " ena...  § 25 HE BV 2o p-
i hae o e 4 Filtsr A
E (59 physical Display Advanced Syslog Par
E & / Local M Data Source E
(&= (Local ESM) Windovs Events St o

E BN / tocalRace @ Normalization
&3 7 (tocal g

) View Exceptions Pratoss!
@ Cyber-Ark
Semtivs
g _bc1
| e MA
[Atarms R e Y - | oyras MAC

Blacklist: Gote 15
Aggregationt Boyrae Port
L e )

Rule Nama: Cyber-Ark_EPV Enterprise Password Vault Event

Signature 10: 1017011 Copy Packet: il |

Normalization Name: Misc System Evant T ——

Signatura: any any any -> any any (msgi"Cybar-Ark_ERV Entarprize Password Vault Event'scanten ol Bignaturs §

5", "Failure’="9",‘start'="19" ‘end"="20";

pere: Ig 1.2)0\54))] | |F

\S+)\s+(’ (. ) 3¢, &)

3a\x3d[ ~1x26]* Ix2e 2] 2\ = [ \x2c] ) \x2es= (21((71d (1,3} 1x2e){(3)40{1.3)) [ ~\x2e]*)b2c{ [~ | | Origint

\x2€1%)"; raws 1:1); varidst_ 1:2) {1:3)

14); varisrc_y 1:5); 1
variapplication=${1:8); adsid:302; sid1611022472; norm:0; severity

PRBG e

214 PN
1/9/2013

@ [@ w1100, .65 Amcatin hom o~

Fle Edt View Favorites Tools Help
i Pavortes £ < | @ hitps/10.0.1.65/a0pkc... "l
| Policy Editor

W McAfee | -

Rule’
= © var
DR © @R ecaer Cyber-Ar_EPV Entarprise Passvord Vaut...

IR M v B - o Page~ Safety- Toos~ -

W ' Fitters/Tagging
Action | Severity  Aggregation CopyPacket | Filter | Tags |

HIELS : ooff

- Filter
£ (99 Physical Display | Advancad Syslog Par
E&S / LocalEsM Data Source

&= (Local EsM) Windovs Events fopr > .
E @@ / tocalRecs @ Normalization L

3 7 (ocal R

M View Exceptions L 2o

@ Cyber-ad
i Severity:
F—s)
Blackiist:
Aggregation: E
Rule Nama: Cybar-Ark_EPV Enterprise Password Vault Event
Signaturs [D: 1017011 Copy Packet:
Normalization Name: Misc System Evant =
Signatura: any any any -> any any (msg:*Cyber-Ark_EPV Entarprize Password Vault Event”scontent
Ruls 3
map@action:“Failed"="9", "Failure"="5", "start"="19", "and"="20"; e Sistum
pere:s"\x22[ Mx22} \ £ \ 27 ([ 1,2)(\84))| A
¢ 2 (- . ]
£ W[ Mx26)*)\x2e\s* (7:((71\d{1,3)\x2e{3INI{L,31) | [ M2 )\2e( [~ | Origine
1:1); vardst_y 1:2}; {113}
1 z 115}
variapplication=${1:8}; adsid:302; sid1611022472; norm:0; severity10.

F BB =

= i
col Neamle g

[Data Source Long Name] Product Evaluation Kit Page 15 of 22



/2 https://10.0.1.65/ Apphication.htm - Windows Internet Explorer

O - [Frmimo e

Fle Edt Vew Fovorites Tods Heb

iy Favortes o5 - ]vhm//xooxsstm % | @ Recently ]
" Policy Editor

W McAfee ) -

\ DefaultPolicy » (3 Cyber-Ark GBY oW

- S ¥ Fiters/Tagging

re © Variable Action Severity  Aggregation CopyPacket | Filter | Tags |
5 = . = ce = .
I Fiter
3
ik onthe abal i the Rallot Time column to changs the device ralout mathod. Clk he con to the eftof the (2 o
sical Displa van I L
£ (W Physical Display Advancad $y2109 yice name to rallout an individual othervise choose OK to process all rollout reque:
E &8 7 tocal EsM Dats Source C
& (Local ESM) Windovs Evants | Davice Ralout Toos -
EE3 7 LocalReca @ Normalization | @ Cybar-ark Roll this policy out now. )

E3 7 (oeal Local Receiver-ELM Skip - This policy is up to date.

4 eptions L 2
© Cyberak

oct

&

Goprae 12
" E Botiree Port|

M Rollout policy to all devices now

1, z)us nl f ¥
J\s +\x3e.*?\x3ems
:)\U’\x!ﬂ‘]\xk( Origint

’K(’u( \

-
2 ma 1:4}; varisre_ 115} 116} vars : opraliz

[7a ~ [®ioo% ~

ABED s

215PM
1/9/2013

Close policy editor

;Voun'

- |E- hits:1110,0. 1,65/ Apication. il

Fe Edt Vew Fovortes Toos Heb
oy Favortes o -| @ htpsi//10.0.1.65700mkc.. %
| Policy Editor -

= > ——
7T 1 ———— - I
T — [ S — ¥ s -

Eega2 © Variable Name Action | Saverty | Aggregation | Copy Packet | | Fiter |NTGSSN|

W E GReceiver Cybar-Ade_EPV Enterprise Password Vault.. ¢ ena.. | § 25 HE

Filter
£ (59 Physical Display | Advancad Syslog Par
E & / tocslEsm Data Source E

&= (Local ESM) Windovs Events e e
E @l / tocalRece @ Normalization
&3 7 (oeal§ -

M View Exceptions
@ Cyber-ark

Severity:
pc1 Cmome T ==
, .= Botrae MAC
[ Aarrs Blackist: Goree 15
Aggregation: E Boyree Port
[rrrr—— =

Rule Nama: Cybar-Ark_EPV Entarprise Password Vault Evant e
Signature 10; 1017011 Copy Packet: Fvanisubh

Normalization Niame: Misc System Evant [remr———— =

Signature: any any any -> any ny (msg:"Cyber-Ark_EPV Entarprise Password Vault Event”;content
'9*

" T
Rule Status: b o snars

map@action: Failed" "= "start"="19" Tend"="20";
peres"\x22[ “\x22]+ \ 7Y )\xS:(‘l 2)(\54))|
S+)\s+{ !’( *2) Peyica Tye|
Ze\x3d[ “x2c) L ) s *(7:((7 \d('l 3)\x2w(3)\d4\ 3)‘\"‘\‘2‘1’)“2‘((‘ ==
\x2¢] Aoy dsl 2

> Wa 1:4); varisrc_y 115} 116); varisre_ip=: s(x 7
variapplieation=5{1:8}; adsid:302; sid1611022472; norm:0: severityi0; )

[0 [T [ @ ntemet | Protected Mode: OfF

(oo -

58 2 5 |53
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5 Dashboards

Import Dashboards:
Click Manage Views
s P

/2 https://10.0.1.65/Application.htmi - Windows Internet Explorer

G’\, < [T 110.0.165 Avication it
Fe Edt Vew Favodtes Tods Heb
i Favortes 5] -| 1@ htps: 300,165/ Xl"kecaniv | | M v Bl e - Pagev Safety~ Toose -

W McAfee | Enterprise Securit

y NV

eI Cyber

lanager

Tocal ESH - Local Rec

Eegae

GYRE Manage Views R
Bound torPrvmegea mezount Activity Bound to: Privileged Account Activity

W Mike 1 W | x_admin
B Prov_rhel: 1
B Prov.DEM 1

E (59 Physical Display [~ »ou

E &N / LocalEsm ‘
(5 (Local EsM)
EED / Local Racaiver-ELM
&3 7 (Loesl Receiver-Edh
E CyberArk
e oo

cooon I
Retrieve Passvord [N :

Bound to: Privileged Account Activity

“a v | H100

*REs o

e | [ e - | caB0

bune -
o=@ 5 O |2
P W W
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Select Import; Import file: Cyber-Ark Views 1_9 2013.vpx

Cyber-Ark Vi.ews. 1.9_2013.vpx

Ban' ch larino's App
/2 https://10.0.1.65/Application.html - Windows Internet Explorer

O - [Fimimo e
Fle Edt Vew Favortes Tools Help
i Favontes 22| -| 1 htpsi/10.0. 165/ X ] B Recently

@McAfee ’ Enterprise S

Tocal ESH - L

Use the checkboxes to choose what views to display in your view list. Salect zingla or multiple
views to perform management oparations.

8. N Om Al viers [
@ E ] AoM Views
B @] Compliance Vievs
Logo B @) V| Cyber-ark Vievs
Dashboard Vievs
Database Vievs

Executive Views

Eegdre

Bound tos Prvisged Account Actity [
W xadmin

E (59 physical Display =

E &N / LocalsM
5 (Local EsM)
E @3 / tocal Raceiver-ELM I

You eannot

3 7 (Local Recelver-E:

@ Cyber-ark Flow Vieva export or

@ oct g~ Mcafee Event Reporter Salate.cand:
only views.

Risk Vievs

Device Status 1 read-only

Enhanced ELM Search : read-only

Events

Bound to: Privilag:

Triggered Alarms 1 read-only

PrBe e

putty.exe e Orac
Application... Weblogics.

K—)O B Deskiop ~ v §23 [ search Deskton
RETTET

New Text
RS ¢ Favorites " | ttem type

Views_2013_01_09_... VPX Fle 1/8/2013 3:17F
@ & MarnoArcsight.xs! XSL Stylesheet 11/1/2012 10:0
e New txt 10/24/2012 11:
Default | pvwa credentials. txt Text Document 10/23/2012 11:,

NRF File 10/22/2012 121
" VPX Fle 10/17/2012 3:2
|| McAfee ESM Credent. Text Document 10/12/2012 12¢
@ Niro ELM Internet Shortcut 10/12/2012 11:
| Nitro_Credentials.txt Text Document 10/11/2012 1:2
PO Credentials. bt Text Document 112012 10:2

@ Netnork B/ ePO_Option 1.PNG 119KB  PNG image

<

& LocaiDisk ()

Filename: [Cyber-Ark Views 1 9 013vpx ¥ | Al Files ()

i

[P RBG s

-
- - 219PM
. E Gerarkinpero.. | () <A B0 Jon
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/" File Upload - Windaws Internet Explores

@ hites//10.0.1 - 295y ||

File upload

ey Please select 2 view file (*.vp) to upload.
cyber-sekcre

ktop\Cyber-Ark Views 1_9_2013vpx _ Browse..

'@ https://10.0. 1.65/Application.htm - Windows Intemet Explorer
@ Recently - Windows Intemet Explorer
@ File Upload - Windows Internet Explorer

frEG e

189/2013

E Documentl c

W You are viewing: Mi

/= https://10.0.1.65/Application.htmi - Windows Internet Explorer

G}.’\ @ [ F /10,0, .65 Assheaton i

Fle Edt Vew Favortes Toos Help

i Favntes 2| - | @ hitps:/10.0. 1 65/80pkc... | @ Recently

W McAfee | Enterprise Sediez

Use the checkboxes to choose what vieva to display in your view |
views to perform management operations.

alect single or multiple
Tocal 5

0. M Oim Alviers ' Add Folder
B @[ | AOM Vievs
B@ 5 m— 1
- e W | x_admin
@Y
@ The following views and queries will be imported (Names may be
Ll changed to ensure uniqueness Ex. Tastview becomes
B @] Testien import or TestVien_import2 and 50 o, if pravious name | [INERBSAIN
” = already exists.
B[ e
I Export
B @ | Detalled svevnt View- Al Events
You cannat
=]

E@(]

Bound to: Privileged Account Activity

E 9 Physical Display
E &Y / LocalEsM
(&= (Local ESM)
E @3 / tocal Raceiver-ELM l
3 7 (Locsl Receiver-Edh
@ CyberAk
@ _oci

Bound to: Privilag

BB
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Examples

@ [@ T 110,0, .65 Assheation it

Fle Edt Vew Favorites Tools Help
*[ 'I @ https://10.0. 1.65/Appica... X l £ Recently

+; Favorites

rity Manager

T ELN - Cyber Ark

BeaerzOo

-,s -
Bound to: Privileged Account Activity

Bound to: Privileged Account Activity

W Mke 17
W Provrhe 1
B Prov_DEr 1

W HR
B x.admin

S ilat oo I *
&= (Local ESM)

psm Connect. [N

2
PSM Disconnect 2
2

Use passvord [

E @3 / tocal Raceiver-ELM
3 7 (Local Receiver-
@ Cyber-Ark
g oc =

2
ARl il e commene NN
El"
[
c

- oFle IR

Bound to: Privileged Account Activity

Severity Last Time Rule Message Host Destination User Source IP DeviceType SafeName -
50 01/08/2013 PSM Disconnect rhel2 HR 10.0.1.13 Database Oracle DB Ac
50 01/09/2013 SQL Command rhel2 HR 10.0.1.12 Database Oracle DB Ac
50 01/09/2013 15130:17  SQL Command theiz HR 10.0.1.32 Database Oracle DB A¢
50 01/05/2013 13:30:17 | SQL Command theiz HR 10.0.1.12 Database Oracle DE Ac
s0 01/09/2013 15130117 | SQL Command rhaf2 HR 10.0.1.12 Oatabase Oracle DB Ac

01/05/2013 15130117 SQL Command rhei2 HR 10.0.1.12

Oracle DB AQE]
n

7RIS

[RBG m

100%

r @ [ F /10,0, .65 Assheaton i
Fle Edt Vew Favorites Toos Hep
- Favontes

rise Security Manager

Cal ESM - Local Receiver ELM - Cyber Ark

Heed "

A

© (59 Physical Display & CY%»‘M@ T =

E W™ / Local ESM ‘
&5 (Local EsM)

E R 7 tocal Receivarfil|

3 7 (Local Recel

© Cyberark

Bound to: Privileged Account Activity

Last Time Rule Message SourceUser  Host Destination User Source IP DeviceType  SafeName
01/09/2013 15:30:11  PSM Connect Mike rhel2 HR 10.0.1.13 Datsbase Oracle DB Account
01/09/2013 15:26:47 | PSM Connect Mike oC1 x_admin 10.0.1.13 Compliance Domain Admin Ac(p

©_bct

| Custom Types

Application sQuet Destination User |HR

DeviceType Database Source User Mike

Filaname xE URL 924fbEf0-8130-4d1d-b381-5b626f243258

Host rhel2

SafeName Oracle DB Accounts

(%2~ [Ki0o%

e o

s !
B ClGEE v = ot
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£ hitps:// T =18] ]|
y @ [@ T 110,0, .65 Assheation it e
Fle Edt View Favorites Tools Help
-] @ ntsi10.0.1.650p0ca... "19“‘"”"' =] Fi v Bl - - Pager Safetys Tooks e ”

+; Favorites

~eD e Beasmn
.

. E
OF [ @D maer ER —

© (59 Physical Display &
E &S / Localesm ‘

&= (Local ESM) d Account Activity

E @3 / tocal Racaivar(il ll severity  Last Time
£ 7/ (Local Recel 01/09/2013 15:30:28
@ Cyber-arc 01/09/2013 15:30:17
g D1 g 01/09/2013 15

Destination User Source 1P SafeName

Rule Message
SQL Command Mike thel2 HR 10.0.1.12 Database Oracle DB Account s
SQL Command

DeviceType

HR 10.0.1.12 Database Oracle DB Account]

Databaze

17 | SQL Command HR 10.0.1. Oracle DB Account

HR 10.0.1. Database Oracle DB Account]

01/09/2013 15:30:17  SQL Command

17 HR 10.0.1 Database Oracle DB Account]

01/08/2013 15531 SQL Command

/' Notes  Packet  Custom Types

Application SQUist Destination User | HR

DeviceType Datsbase Source User Mike

Filename xE ) URL 924fb670-8190-4d1d-5981-56626/a43258

Host rhel2 Message Text  select first_name,salary from employees

SafeName Oracle DB Accounts

@ Tntemet | Protected Mode: Off 2~ %% -

|* BEG =

2:41PM
1/9/2013

« [@Timi710.0.1.657mhcation bt Pl

He Edt Vew Faoits Tods Fep
7 Favonites ‘;;[vlvmws://m.o.n.eS/m..‘xlemmy l l

< - Page~ Safety~ Tooks~ Ehv

W McAfee | Enterprise Security Manager

Cyber Ark

Beasezo

e O e = Ll B e

~—

E (59 physical Dizplay
E &N / LocalESM
&= (Local ESM)

Privileged Account Activity

Severity Last Time
01/09/2013 15:30:09
01/09/2013 15:26:44
01/09/2013 14:34:20

Rule Message Source User Destination User  Host Source 1P DeviceType SafeName

Use Passvord Mike rhel2

HR components.test.net

Use Password t

x_admin

Retrieva Password *_admin y testnat  Compli Domain A

| Advanced Details "‘ A ,...nﬂ Custom Types | |
Application Destination User HR
DeviceType Database Source User Mike
Domain Subject (McAfae ePO Tickat ID; Evant sent to McAfee

Host rhel2 k

Oracle DB Accounts

72 - [Ri00% ~

(* 5 & & mmw:s
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L,

- -
Data s 2 PR
S Define optional parameters for this data source. The &L b_g s
vendor, product and version are used for CEF avant Bound tos Privileged Account Activity
Data Fu
- fornarding. The URL is used when records are
B Y Physical Display togon [ 0.0 I"erted vhen events are being ganerated and can
Eas 7 1 ESM - later be used to launch specific URLs when viewing
tacs Ratrieva Passvord [ ek daa:
i (Local EsM) Enable
e / Local Receiver-ELM FOREEOR .0, D70 URL  httpsi//pvve.cyber-ark-demo.local/m [§

U 7 (Local Receiver-E;
£ Cyber-ark
@ _bcy | =

Vender:
1P Add

Product:
Host Ni

Version:

Syslog
L ]

@ Use this data source as the authoritative collactor for
user identity management Information.

Zone:

Mask:

Requin

Supeot T Export in NitroFile format

Generlt [ Data is NitroFile format

Time 2

[FRRERREET Manage the network interface for the parent Receiver.

* 5

=
" ! OyDerArk in Perso. m E sznx nuav:wewmg ﬁ Documentl - Mic.
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[T [ @ intemet | Protected Mode: OFf [Fa~ [%w% ~ 4

Gopren 12
Botree Bor
ﬂlqn‘fubh
iamkue £

yicw Typd

3:06PM

v B
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