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1 Revision History 
 

1.1 Revision Details 

 

Revision Version Author Date Description 

1.0 Carlos Krystof Feb 14th, 2013 Config guide 
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2 Introduction 
This guide details how to configure the CyberArk PIM product to be able to send Syslog data in 

the proper format to the McAfee Enterprise Security Manager SIEM releases 9.0.2 and 9.1.  It is 

applicable for CyberArk PIM. 

3 Prerequisites 
In order configure the CyberArk PIM Syslog service, appropriate administrative level access is 

required to perform the necessary changes documented below.  

4 Data Source Configuration Details 

4.1 CyberArk PIM Configuration 

Go into CyberArk Vault Server 
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Open "DBparm.sample.ini" copy SYSLOG section 

 
 

Copy to bottom of dbparm.ini 

Rename McAfee 

Enter port number 

Enter IP address 

Message code filter 
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This syslog directory is the location of CyberArk parsers.    

File should be located here: 

  
 

 

Launch PrivateArk server 
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Stop Vault 

 
 

 

 

 

 

 

Click Start Vault 
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4.2 McAfee Receiver Configuration 

After successfully logging into the McAfee ESM console the data source will need to be added to 

a device in the ESM hierarchy. In order to create a new data source to a McAfee Receiver from 

the [Data Source Long Name] device that you have just configured, follow these steps: 

1. Select the receiver you are applying the data source setting to. 

2. Select the Receiver properties. 

3. From the Receiver Properties listing, select ‘Data Sources’ 

4. After selecting the Receiver, select the Add Data Source icon. 

Once you select the option to add a data source, you are taken to the Add Data Source menu. 

The general options for adding a data source are shown. As you select different options, 

additional parameters may show. Each of these parameters will be examined in more detail. 

Select new Data Source and enter the following: 

Data Source Vendar:  CyberArk 

Data Source Model: Enterprise Password Vault (ASP) 

IP Address: 

Host Name: 
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You will need to go to the policy manager, make sure your data source is selected, and go to file  Import  Rules. 

Browse to the .nrf rule, and import it. Next, select the Advanced bar near the bottom of the window on the right, 

clear the filter, scroll to the bottom, and select “user defined” from the Origin drop down. Click the green arrows 

near the top of the filter to run the query. You should see your imported rule in the window now. Enable the new 

rule, and roll policy.  

 

cyber-ark.nrf
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Enable Policy 
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Make sure Aggregation is set to off 
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Roll out policy 
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Close policy editor 
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5 Dashboards 
 

Import Dashboards:  

Click Manage Views 
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Select Import:  Import file: Cyber-Ark Views 1_9_2013.vpx 

 

Cyber-Ark Views 1_9_2013.vpx
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Examples 
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